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Operational Risk: An introOperational Risk: An intro

• Basel II definition of Operational Risk: Risk of loss resulting 
from inadequate or failed internal processes, people and 
systems or from external events.

• The definition includes legal risk, but excludes strategic and 
reputational risk.

• To assess the amount of operational risks, the banks may use 
various alternative approaches: BIA, STA & AMA
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Operational Risk Management Framework Operational Risk Management Framework 
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ITIT--related Risks Identified by Basel IIrelated Risks Identified by Basel II
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Potential to transform risks from manual processing 
errors to system  failure risks

Growth of e-commerce brings with it potential risks

Viability issues of new or newly integrated systems

Need for continual maintenance of high-grade 
internal controls and back-up systems
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Operational Risk EventsOperational Risk Events
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Operational Risk EventsOperational Risk Events……
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IT should identify acceptable limits of risk and 
develop metrics to measure performance 
against these profiles.

Regularly monitor operational risk profiles and 
material exposure to losses.

IT risk assessment results should be integrated 
with other risk assessments and incorporated 
into the GRC framework.

Identify and assess operational risk.

IT should use GRC frameworks (e.g., COSO) to 
integrate IT-specific risk within the overall 
corporate risk mgmt process.

Develop policies, processes and procedures for 
managing operational risk.

The internal IT audit function should be 
adequately skilled and staffed in line with the IT 
risk profile.

The operational risk management framework is 
subject to effective and comprehensive internal 
audit.

IT is a critical component of operational risk.There is a need for an operational risk mgt 
framework.

Guiding Principles for IT Risk Management Guiding Principles for IT Risk Management 
under Basel IIunder Basel II
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Guiding Principles for IT Risk Management under Guiding Principles for IT Risk Management under 
Basel IIBasel II……

IT should identify all relevant risks that 
constitute a material operational risk in the 
sense of disclosure as defined by senior 
management, escalate where necessary to 
appropriate stakeholders and take corrective 
action.

Provide sufficient public disclosure.

IT should document the IT risk profile for the 
supervisory review process & external audit of 
IT-related risk management.

Conduct regular independent evaluation of a 
bank’s policies, procedures and practices 
related to operational risk.

IT continuity plans and incident response 
management.

Have contingency and business continuity 
plans.

IT risk policy and subsidiary procedures.Have policies, processes and procedures to 
control and/or mitigate material operational 
risks.
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